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PCI Reports

Organization: Global

Found Records 9

Rank  Reportame

Page

PCl 1.x: Top Pemitied Uncommon Services By Connections, Bytes

PCl 10x Unix User Lockouss

PCl 1.x. Top Pemitied High Port Services By Connections, Bytes

PCI 8.x: Domain Account Lock/Unlock history

PCI 10.x: Unix User Accounts Moded

PCI 10.x: Local Windows Groups Created

PCI 10.x: Unix User Acoounts Created

PCI 10.x: Sucoessful Frewal Admin Logon Detais (g)

PCI 10.x: Sucoessful VPN Admin Logon (q)

PCI 8.x; Windows Server Account Lock/Unlodk history

PCl 1.x Firewall Config Changes Deteced Via Login

PCl 10.: Local Windows Groups Modfied
PCl 10.x: Local Windows Groups Deleted

PCI 0. Failed Unix Server Privieged Logn

PCI 1.x: Router Run vs Startup Config Difierence Via Login

PCI 1.x: Firewall NAT Translafions

PCl 10 Unix User Accounts Deleted

fof

ReportDescription

Tracks uncomman services permitied by firewalks - common senvices incude

DNS, SMTP, Web

This report captures account kockou's on unix servers. Account lockouts

happen on repeated logi faiures and may be suspicous f they are repeated

or happen a odd hours of operafon

Tracks the high port services permitied by firewalls - these senvices may pose

securty sk

Captures account lockouts and wnlocks on domain acoounts. Account lockouts
happen on repeated logi faiures and may be suspicous f they are repeated

orhappen &t odd hours of operafon.

This report captures user account madifications on unix senvers
This report captures local group creations

This report capfures user accounts added on unix servers
Detalls about successful frewall logons

Provides event detals for all successful VPN admin logons

Captures account lockouts and wnlocks on windows servers. Account lodkouss
happen on repeated logi faiures and may be suspicous f they are repeated

or happen & odd hours of operafon.

This report captures detected startup or running config changes - the changes

are deiected by logging into the device and hence is accurate.
This report captures local growp modifcations
This report captures local group delefons

This reportdetaiks faied UNIX server privieged logon (su)

This report captures detected diferences between a routers running and

starkup config
This report captures e NAT transiations over a fme window

This report captures user accounts removed from unix senvers
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Report Name

PCI 8.x; Windows Server Account Lock/Unlodk hisiory (q)

PCl 1.x Top Unauthorized Pemitied Connecions to Web DMZ By
Connections, Bytes

PCI 10x: Unix User Unlodks
PCI10.x: Suocessful Router/Switch Admin Login

PCI 10x Privieged Windows Server Logon Atempts using the Administabor
Accourt (q)

PCI 10 Windows User Accounts Modified
PCI 10.x. Windows Users Deleted From Global Groups

PCl 10 Global Windows Groups Created

PCl 5.x Top IPs with Malware Found By Antivirus and Securiy Gateways

PCl 1.x Top Firewal Originated Or Desfned Permited Connections By Court

PCI 1.x; Top Pemnitied Connecfions Befween App DMZ and DB DMZ By
Connections, Bytes

PCl 10.x: Global Windows Groups Deleted

PCI 10.x: Sucoessful Unix Server Privileged Command Execution

PCI 5.x: Mahware found but notremediaied by Endpoint Protection

PCl 10.x. Remote Deskiop Connections to Windows Senvers (g)

PCI 1.x; Top Pemnited Vulnerable Low Port Services By Connectons, Bytes

PCl 10 Successful Remote Desktop Comnections o Windows Servers
PCl 10.; Unix Users Added To Groups

PCl 10 Windows User Accounts Deleted

PCI 1.x; Firewall Run vs Startup Config Difference ViaLogin

20f§

ReportDescription

Captures account lockouts and wnlocks on windows servers. Account lodkouss
happen on repeated login failres and may be suspicous if they are repeated
orhappen &t odd hours of operafon.

Tradks the unauthorzed permitted connecions involving Web DNZ. This
assumes thatfere are certain protocols allowed between Intemet and Web
DMZ, between Web DMZ and App DMZ and befiween Inside and Web DMZ.
This report captures the fraffic that violates these condfons.

This reportdetals windows domain acoount lockouts
Suceessful router/switch logons

This reportdetals prvileged logon attempts to a windows senver using e
Administrator acoount

This report captures ocal user account modifications.
This report captures users deleted fom global or univeral groups.
This report captures global group creations

Tradks IP addresses wih Mahware as found by Host Antivirus and Securty
Gafeways

Ranks the frewal orginated or destined connections - hese comections would
be typically be for administrative and montoring purposes

Tracks the pemnitted connections between Apo DMZ and DB DMZ

This report captures global group deletions

This report detaiks priviege command execuafions (sudo) at a Unix server

Captures events thatindicate e viruses that Host Anfvirus found but falked to
remedy

This reportdetalks successful and faled remote desktop connections

Tracks uncommon services pemitied by frewalls - vulnerable senvices incude
Mirosoft senvices such as MS-RPC (135), NETBIOS-SSN (139),
MICROSOFT-DS (445, MS-SQL (1433 1434), FTP (23), TELNET (21)

This reportdetaiks successful remote desktop connecions
This report captures users added to Unix groups
This report captures user acoounts removed from a senver

This report captures detected dfferences befween a frewalls running
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Rank  Report Name

3 PCI10x Windows Password Changes

3 PCl10x: Failed WLAN Admin Logon (g)
4 PCl10x Successful WLAN Admin Login
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Page

PCI 1.x; Router'Switch Config Changes Defected Via Login

PCI 10.x: Faled VPN Admin Login
PCl 1.x: Router Config Changes Detected From Log

PCI 1.x; Top Pemnitied Connecfons Befween Internet and Web DMZ By
Connections, Bytes

PCI 1.x; Top Unauthorized Pemnitied Connections to App DMZ By
Connections, Bytes

PCI 8.x; Server Password Changes (g)

PCl 1.x. Top Reporting Frewalls By Event Count

PCI 10.x: Successful Privieged Windows Server Logins using he Administrator

Accourt

PCI 10.x: Failed WLAN Adin Login

PCI 1.x: Top Inbound Pemitied Services By Comections, Bytes

PCI 5.x: Spyware found but not remediated by Endpoint Protecion

PCI 1.x: Firewall Adin Acivity Defais

PCl 10 Failed Unix Server Privieged Command Execufion

PCl 10.x: Windows User Lockouts

PCI 10.x: Sucoessful Unix Server Privileged Login
AlIPCISysiems By Last Event Receive Time

PCl 10 Sucoessful Router Admin Logon Details (g)

Jof

Report Description

and starkup corfig

Traoks password changes on Windows Servers
Tracks faied admin logons fo the WLAN Confroller

Tracks successful admin logons fo the WLAN Controller

This report captures detected startup or running config changes - the changes

are deieced by logging into the device and hence is accurate.
Provides event detals for all faied VPN admin logons

This report provides detalls about router config changes

Tracks the permitted connections between Intemet and Web DMZ

Tradks the pemitted connections involving Web DMZ. This assumes that ere
are certain protocals allowed befween Web DMZ and App DMZ, befween App
DMZ and DB DMZ and between Inside and App DMZ. This report captures the

traffic that violates these conditions.
Tradks password changes
Ranks the frewalls by the number of events sent

This report detals privieged login atiemots fo a windows server using the
Administator acoount

Tracks faied admin logans fo the WLAN Confroller

Ranks firewalks and pemnitted inbound senvices by first the tofal number of
connectons and fhen by bytes for that service

Captures events thatindicate Spyware found on adevice Host Arti-vrus
solutions failed to remedy

Provides detals about frewal admin actvity - logons, command executions
andlogoff

This report detals priviege command execuations (sudo) af a Unix server

This report captures account lockou's on windows servers. Account lodkouss

happen on repeated logi faiures and may be suspicous f they are repeated

or happen a odd hours of operafon
This report detats successful UNIX server prvieged logon (su)
Lists PCI Systems wif fast event receive tme

Detais aboutsuccessul router logons
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PCl 10.: Unix Users Deleted From Groups
PCI 10.x: Windows System Clock Change
PCI 10.x: Network Device DownRestart

PCl 10.x Windows User Accounts Created

PCI 1.x; Firewall Config Changes Defected Via Login (g)

PCI 10.x: Detaied Successfu Login AtPCI Device

PCI 10.x: Windows Users Added To Local Groups
PCI 10.x: Faled Router/Switch Admin Login
PCI 10.x: Unix Password Changes

PCI 10x Falled Unix Server Login

PCl 1.x: Router Admin Activity Detais

PCI 10.x: Suocessful VPN Admin Login
PCI 5.x: Top P with Maware Found By [PS and Firewalls
PCI 10 Network Device Errors

PCI 10.: Windows User Unlodks

PCI 10.x: Top Unix Servers, Users By Successful Login

PCI 10.x: Sucoessful Frewal Admin Login

PCI 5.x Top hosts with Mahware found by Endpoint Proiecion

PCI 5.x; Non-compliant Hosts and Securty Software License Expirations

PCI 10 Windows Users Added To Global Groups
PCI 10 Faled Firewal Admin Login

PCl 10.; Appiication Down/Restart

dof§

Report Description

This report captures users deleted fom Unix groups
Tradks system dock changes on windows systems
Tracks network device down and restartevents

This report captures user accounts added on a server

This report captures detected startup or running config changes - the changes
are deiected by logging into the device and hence is accurate.

Captures detailed successful logins &t any device or application incuding
servers, network devices, domain controllers, VPN gateways, WLAN controlers

and appications

This report captures users added to local groups.
Failed router logons

Tracks password changes on Unix Servers

>Ranks Unix senvers by the number of failed logins

Provides detas about router admin ackity - logons, command execufions and

logoff

Provides event detals for allsuccessful VPN admin logons
Tradks IP addresses with Mahware as found by IPS
Tradks eors reported by network device

This report detaiks windows domain acoount lockouts

This reportranks [ux servers and users by the number of successful logons

Detalls about successful frewall logons

Captures hosts with mahware found by host antivirus solutions

Tracks non-compliant hosts and license expiry events from Securty
Management Gateways and Firewalls. Non-compliant hosts may not have
proper secury software running and therefore may pose a securty threat
License expiration of securty software may expose explotable secury

Vulnerabiifis.

This report captures users added to global or univeral groups.

Detas about faied frewall logons

Tracks application stop and sfart events
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PCl 1.x Top Outbound Pemnitied Senvices By Comections, Bytes

PCI 1.x: Top Unauthorized Pemitted Connections to DB DMZ By Connecfons,
Bytes

PCI 5.x: Top Reporting Security Management Servers
PCl 8.x Server Password Changes

PCI 1.x. Top Pemnitied Connecfons Between Web DMZ and App DMZ By
Connections, Bytes

PCI 10.: Global Windows Groups Modifed

PCI . Router Config Changes Detected From Log (g)

PCI 10.x Top Windows Servers By Faied Login

PCI 10:x: Nework Device Link Module Down/Up

PCl 10 Windows Users Deleted From Local Groups
PCl 10.x Server Down/Restart

PCI 10 Top Windows Servers By Successfi Login

§of

Ranks firewalls and pemitied outbound services by frst the fotal number of
connectons and then by bytes for fhat service

Tradks the pemitted connections involving DB DMZ. This assumes hat fere
are certain protocals dlowed befween App DNZ and DB DMZ, and between
Inside and DB DMZ. This report captures the trafficthat violates frese
conditons.

Ranks Security Management Servers by events received

Traoks password changes
Tradks the pemitted connections between WWeb DMZ and App DMZ

This report captures global group modfications
This report provides detals about router config changes

Ranks Windows Servers, Users, login failure types by e number of faied
logins

Traoks network devioe miscelaneous module (e.g. fan, power efc.) downlup
events

This report captures users deleted Fom local groups.
Tradks sever down and resfart events

This reportranks windows server logins by users and login fypes

Generated By

1

July 30, 2019 12:04:13 PM CDT



1 Top Windows Servers By Failed Login

Top Windows Servers By Failed Login

THREATSOCDC, administrator, th...
THREATSOCDC, administrator, th...
WIN2008-ADS, administrator, AC...
SJ-Main-ASA.accelops.net, darr...
WIN2008-ADS, Administrator, AC...
WIN2K8, Administrator, ACCELOP...
WIN2008-ADS, Administrator, ac...

WIN2K8, administrator, ACCELOP...

- 1 1 I 1 I 1 1
0 500 1000 1500 2000 2500 3000

1 THREATSOCDC administrator threatsoc 2,985

2 THREATSOCDC administrator threatsoc 0xc000006a 2141

3 WIN2008-ADS administrator ACCELOPS 0xc000006a 184

a SJ-Main-ASA.accelopsnet ) white ACCELOPS 0xc0000072 108

5 WIN2008-ADS Administrator ACCELOPS NET 0xc000006a 79

6 WIN2KS Administrator ACCELOPS NET 0xc000006a 57

(7 WIN2008-ADS Administrator accelops.net 0xc000006a 4

8 WIN2KS administrator ACCELOPS 0xc000006a 1
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2 Domain Account Lock/Unlock History

1 WIN2008-ADS 7/30/19 12:30:03 PM Qa”:mgm mike richardson ~ ACCELOPS

B . A user account .

2 WIN2008-ADS ~ 7/30/19 12:30:03 PM wos lockod out | tameraleibtag ACCELOPS
Windows user

3 WIN2008-ADS 7130/19 12:30:03 PM account unlocked

i A user account .

a WIN2008-ADS  7/30/19 12:30:03 PM os ko out | heather biggs ACCELOPS
Windows user

5 WIN2008-ADS 7130/19 12:30:03 PM account unlocked

s a0 A user account .

6 WIN2008-ADS ~ 7/30/19 12:30:03 PM os koot archie kuhn ACCELOPS
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3 Global Windows Groups Modified

Rank

Reporting Device
THREATSOCDC
THREATSOCDC
THREATSOCDC
THREATSOCDC
THREATSOCDC
WIN2008-ADS
WIN2008-ADS
WIN2008-ADS

WIN2008-ADS

Event Receive Time

7/30/19 12:03:30 PM

7/30/19 12:03:25 PM

7/30/19 12:00:02 PM

7/30/19 12:00:02 PM

7/30/19 12:00:02 PM

7/30/19 12:00:05 PM

7/30/19 12:00:03 PM

7/30/19 12:00:01 PM

7/30/19 12:00:01 PM

User
administrator
administrator
administrator
francis.underwood
francis.underwood
mike_long
administrator
administrator

mike.long

3of4

Domain

THREATSOC

THREATSOC

THREATSOC

THREATSOC

THREATSOC

ACCELOPS

ACCELOPS

ACCELOPS

ACCELOPS

Target User Group
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins
Domain Admins

Domain Admins

Win Logon Id
0x16ed07
0x16ed07
O0x41bf87
0x44380a
0x44380a
0x34d03341
Ox34bad 794
0x34bad794

0x34d03341



4 Router/Switch Config Changes

enable secret
. Running 5
1 7130119 12:00:02 PM ST 192168201 g 81 82 $1S3T2GSANf  (none)
changed ZnnW58ird0Im

OHea0M/;
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